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Dear parents,
Letter to Parents

Every student is getting excited as the summer holidays are just around the corner and
students are likely to spend more time playing online games. However, summer also
provides a golden chance for criminals to reach and poison youngsters via online gaming
platforms and social media. We are writing to remind you and your children to be aware of
the potential risks of online games and to raise your children’s immunity to online traps.

Multiple unfortunate incidents have happened where teenagers were deceived by
trusting strangers online. - In recent months, a 9-year old girl was tricked by a friend she met
in an online gaming platform to share her nude photos in exchange for game props which
were never realised, while a F.1 student was deceived to transfer $7,000 worth online
weapons upon receiving a message from a purported game administrator accusing him of
stealing online weapons. Also, a 16-year-old boy mistakenly believed a text message
allegedly recruiting for part time online movie promoters, thus falling pray into clickbait scam
and losing $26,000. Apart from financial losses, the psychological impacts on the young
victims could be significant. In some severe circumstances, victims might even suffer
suicidal tendency. Therefore, parents should learn more about their children’s activities in
online games.

Here are some tips for you:

Company your children to use computer and have fun together.

Teach your children to recognise and handle illicit information and pitfalls online.

Check the age-appropriate levels and privacy settings of online games.

Use privacy and filtering features on operating systems, browsers and social media
platforms.

Report any crime involving your children to police immediately to prevent further harm to
them.

Facing various online traps, we shall protect our next generation by nurturing their digital
literacy, teaching them to use the Internet smartly and developing good online habits. To know
more about cyber safety information and empower yourself to identify online traps, please
visit the CyberDefender website (https://CyberDefender.hk) or download Scameter+ mobile
app. Let’s safeguard our youth and build a safer community together.

Cyber Security and Technology Crime Bureau
Hong Kong Police Force
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